Abstract-Digital photography has become popular in recent years. Photographs have become common tools for people to record every tiny parts of their daily life. By analyzing the storage media of a digital camera, crime investigators may extract a lot of useful information to reconstruct the events. In this work, we will discuss a few approaches in analyzing these kinds of storage media of digital cameras. A hypothetical crime case will be used as case study for demonstration of concepts.
INTRODUCTION
Digital photography has become popular in recent years. With the portability and the decrease in cost of photo-takingcapable devices, people are able to take digital photos anytime and anywhere. As a result, photographs have become common tools for people to record every tiny parts of their daily life.
Digital photographs are often involved in crime investigation too. Photos containing traces to the criminals may be found on the Internet, or a flash memory card seized from the suspect's home may prove or disprove certain hypothesis.
Unlike traditional film photography, digital photographs can provide a lot more useful information (often known as metadata) than their image content only. If the photos are found on storage media, there could be even more traces left behind. This information could help a lot in crime investigation, in particular helping in reconstructing the events occurred.
In this work, we focus on the analysis of storage media of digital cameras. We are going to discuss a few approaches to reconstruct events from these media. A hypothetical crime case will be used as case study for demonstration of concepts.
II. RELATED WORKS
There are not many previous works focusing on the analysis of storage media of digital camera, nor on FAT file system. However, timestamps analysis has been a hot topic in the research. Chow et al., has analyzed the file timestamps on NTFS file system to develop heuristics rules on behavior characteristics of related digital files [1] . Willassen has also work on discovering traces on antedating by developing causality reasoning on sequence number and allocation sequence on a NTFS file system [2] .
III. BASIC CONCEPTS
In this section, we will introduce briefly on some basic concepts related to the storage media of digital cameras in the following subsections.
A. Storage Media
Digital cameras and other hand help devices use flash memory cards as primary storage. There are a few commonly used storage media card types for digital cameras on the markets. The majority of consumer digital cameras usually use Secure Digital card (SD cards) [3] , while some others use alternatives like Memory Stick and xD-Picture Card. Others photo-taking-capable devices like mobile phones and PDA use uses variant of SD card like mini-SD and macro-SD cards. In professional digital camera, CompactFlash cards are commonly used. All these types of flash memory cards in the market can have capacities of a few gigabytes, or even more than one hundred gigabytes for some of them.
Although forensics on the physical layer of the storage media may be possible, this would not be the focus of our work.
B. File System
Most of the flash memory cards use File Allocation Table  ( FAT) [4] as file system. The FAT file system is named after its file allocation table at the beginning of the file system. The FAT stores files and directories entries as linked list. Clusters of the file blocks are linked one after another.
When there are enough space, files are usually stored in continuous clusters. However, after some files are deleted, discontinued clusters of space may be created. When a new file is written to the file system, it may span across several discontinued clusters, and it is now fragmented. Fragmentation causes performance drop and thus is not preferred. FAT itself has no implementation on preventing fragmentation. However, the implementation of that file system driver may include mechanisms to avoid. This will be further discussed in later sections of this work.
The two common FAT used nowadays are FAT16 and FAT32. The major difference is the length of cluster field and thus resulting in different limits in capacities.
Although FAT has been replaced by other more advanced file systems like NTFS [5] in computers, it is still widely used in flash memory cards due to the straight forward design and 978-1-4244-4946-0/09/$25.00 ©2009 IEEE the operation system portability of the file system. As a result, research effort is still worth on this seemingly old generation of file system.
C. Structure and File Naming
Due to the fact that a memory card of the digital cameras may be plugged into other devices, most of the digital cameras follow a standard named Design rule for Camera File system (DCF) [6] for better file management. The standard was developed by Japan Electronics and Information Technology Industries Association (JEITA). The current version of the standard is 2.0. Folder structure and file name scheme were defined in the standard. In short, the memory card for digital camera contains a folder named "DCIM", which stands for "Digital Camera Image". Inside the folder, there may be at most 900 sub-folders inside and named in the format "###ABCDE", where "###" is a unique number 100 to 999 and "ABCDE" can be any five free characters allowed in the standard, usually they are used to represent the manufacturer name. These folders are called DCF directories and may contain DCF objects which are mostly image files and their thumbnails. The naming convention for DCF objects is "ABCD####", where "ABCD" can be any four free characters allowed in the standard and "####" are number from "000"1 to "9999", plus the file extension.
D. EXIF Data
In addition to DCF, the JEITA also defined the Exchangeable image file format (EXIF) specification [7] , which is commonly used to stored metadata in image file formats like JPEG and TIFF. The latest version of the EXIF is 2.21.
The EXIF data usually exists in the beginning of the image file. It may contain information such as camera manufacturer, camera model, camera settings, copyright information, and etc. Information which interests digital investigator most would be the date and time the photo was taken. In some digital camera, a unique ID of the camera or a special copyrighted message inputted by the user can be stamped automatically to each photo taken by the camera. Moreover, GPS coordinates may also be included in EXIF if such information is available and supported by the camera. All these information could be helpful in an investigation.
IV. METHODOLOGY
In this work, we will mainly focus on the analysis of digital camera storage media in the file system level, using time stamps as well as its metadata. We will also suggest some other approaches which may be useful in case-specific manner.
Before going into details of the approaches, we would like to highlight some goals for the analysis. The major goal is to reconstruct the file-related events occurred on the storage media through extracting information or pattern of it. We are interested to see the order of file created, when or even how the files are accessed, or deleted. Our approaches are of two types, one for finding out absolute date time of the occurrences of event, while another type for finding out the relative sequence of occurrence. Both of the types would be helpful in rebuilding the story. In the following sections we would discuss a few useful approaches which may be used together to result in a higher chance of success reconstruction. When approaches for finding absolute time and relative order are used together, we may also place the image files at correct location on the timeline, or even detect potential antedating.
A. Analyzing Timestamps
The first approach to put events into order is straight forward -by using timestamps associated with the files. Timestamps are also a useful indicator to show the exact time for activities performed on a file. Basically there are two major sources of timestamps, one from the file system while another from the metadata of the image files.
In FAT file system, each file is stamped with 3 timestamps, namely last modified time, last access time and creation time. The three time stamps are usually referred as the MAC time of a file. By experiments and observations, the MAC time patterns of files on FAT file system share similar properties of those in NTFS file system as discussed in Chow's paper [1] . For example, when a file is copied from another drive, only the creation time will be changed while the modified time would remain unchanged. In other words, if certain image files have last modify time earlier than creation time, they are likely copied from other drive onto the file system. It may be sign of abnormal activities in which user copied certain image back to the camera.
When analyzing the FAT file system timestamp, we should, however, note that the timestamps on FAT file system are rounded to the nearest two seconds [8] .
As mentioned earlier, another source of timestamps is from the metadata of the image file. In most of the cases, this metadata refer to EXIF data, which is widely adopted by most photo-taking-capable digital devices. According to the EXIF specification, there are a few EXIF tags storing date and time information. The "DateTime" (0x132) tag stores the date and time the file was changed; the "DateTimeOriginal" (0x9003) tag stores the date and time when the image was originally created (i.e. when it is taken); and the "DateTimeDigitized" (0x9004) tag stores the date and time when the image was digitalized. In the case of digital camera, these three tags should be the identical if the image is left untouched. They should also have the same value as the last modify time of the image file at file system level. If any of these value different, it may be an indicator of changes in the image file.
It should be noted that most of analysis approach using timestamps share similar problems that the accuracy of the timestamps relies heavily on the accuracy of the system clock. There may also be problems on the timestamps caused by misconfiguration of time zone settings. An exceptional case to this is that when the information is extracted from the "GPSDateStamp" (0x1d) and "GPSTimeStamp" (0x7) tags in the EXIF data. The two tags exist when the device are GPScapable and have the "Geotagging" feature turned on. They indicate the capture date and time information as UTC (Coordinated Universal Time) received directly from the GPS satellite, which should have high degree of trust level. If such tags exist, they should help the investigator a lot in anchoring the image files on a timeline.
B. Analyzing File System Sector Allocation
Another approach of analysis is using the file system sector allocation pattern, which could help in finding relative occurrence sequence. Before performing such analysis, we should first deduce the sector allocation scheme. However, the FAT standard has not defined such a scheme. In other words, the allocation scheme would depend on the implementation of the file system driver. We performed experiments attempting to find out the common schemes used in different implementations.
In the experiment, we used a small size SD card having capacity of 32MB. We create files on the memory card and observe the allocation clusters using a free tool named DiskView [9] developed by Bryce Cogswell. Several snapshots were taken during the experiment in order to observe the changes. The experiment was repeated on each setup to reduce the opportunity for result caused by randomness. The experiment procedures are as follow:
1. Create 10 image files of similar sizes on a fleshly formatted memory card. 2. Delete 2 images files in the middle of the list. 3. Create an image whose size was smaller than the 2 deleted images. 4. Create a complete sector dump of the memory disk as restore point. 5. Repeat step 3 with another small size file. 6. Recover the memory card to the restore point created at step 4.
7. Create a large image file, whose size is able to be fit in the trailing empty spaces, but not in the space in between. We first execute the experiment on a consumer digital camera. The camera model used in this experiment is Canon Digital IXUS 860 IS. In this setup, image files were created by taking photographs of random objects. The list of files used and their file size was included in Table A-1 in the appendix. The media was removed from the camera and plugged into a computer for taking snapshot using DiskView tool. A few snapshots were taken as illustrated in Fig. 1 .
Each of the snapshots consists of two major visualizations.
The one on the top shows all the clusters on the file system. Each of the boxes represents a single cluster and filled with different color, blue represent occupied clusters, white represent free clusters while yellow represent clusters allocated for certain specified file. The lower visualization shows areas of non-fragmented (in blue), fragmented (in red) and free clusters (in white) in the file system. We can deduce from Fig. 1(a) that the files are allocated one after another when they are created in sequence. When some files was deleted, empty spaces would be created in the middle of the allocated sectors as illustrated in Fig. 1(b) . When new files of small size, which can be fitted into the empty space in between, were created, they will be placed in the beginning of the free cluster area as illustrated in Fig. 1(c) and (d). When a file whose size is larger than the middle free cluster area, a portion of it will be used to fill in the free area, while the remaining portion will be put in the beginning of the trailing free spaces (thus the file was fragmented) as illustrated in Fig. 1(e) . In conclusion, the allocation scheme in the camera's implementation was a first fit algorithm which just The experiment was then performed on the same SD card mounted to a computer running Windows XP Service Pack 3. In this setup, image files were created by copying existed files from the computer to the SD card. The same set of files created in previous setup was used. The resulted snapshots in this setup were identical to that of the previous one except that of step 7 as illustrated in Fig. 2 . It was observed from Fig. 2 that the big file did not fill the middle empty space. It was also observed in the lower visualization that all the files were not fragmented. We may deduce that a best-fit algorithm, which tries to put the file in the first space fitting the whole file, if available, was used in current setup, attempting to avoid fragmentation.
In the above experiments, two different allocation schemes were observed. Thus, it is recommended to perform tests similar to above on case specific setup, if known, to deduce the allocation scheme used before performing analysis on storage media. After determining the allocation scheme, hypothesis may be built up to test against the allocation scheme in order to find out the order of events occurred on the file system.
C. Analyzing Filenames
The third analysis approaches would be using the special filename patterns used on the digital camera storage as defined in the DCF. This may be helpful in finding relative order of photograph taking. As described in Section 1.3, the file name of each DCF directories and objects shall contain 3 and 4 digits of number respectively. Although the DCF standard did not define the sequence of digit used and left the flexibility to the camera manufacturer, it is commonly observed that those numbers are assigned in increasing basis. Thus they can be potentially used as sequence numbers for deducing the order.
However, similar to the case of file system sector allocation, different assignment scheme may be used in different devices. The major bias exists in the assignment after some files are deleted. In most digital camera, the next assignment number in the filename would not be affected by deleting existed files. That is, the camera either finds the largest number in filename, increase that by 1 to form the new number, or they store the last assigned number counter in their internal memory and update after each shot. Some other devices, for example, a Nokia 6300 mobile phone, would use a first fit algorithm to find the first available number to be used in newly created image. It should also be noted that on some cameras, the user is allowed to manually reset the file numbering to initial settings, or instruct the camera to automatically reset for each different storage media. As a result, the investigator should perform test on the case-specific setup to deduce the assignment scheme used before performing analysis with filename.
D. Other Approaches
There are other techniques available for analyzing the digital camera storage media. For example, in some more advanced digital camera, the number use shutter open will be recorded as the "shutter count" value. Owing to the scalability of the EXIF standard to allow manufacturer to include custom information, some camera may stamp the shutter count to each of the images. Since the shutter count is strictly increasing for each camera, it can be a nice indicator for the relative order of taking of the photos. However, such information is usually encoded in the "Makernote" (0x927c) tag which is in proprietary formats defined by the camera manufacturers.
There may be other approaches applicable in case-specific manner. For example, in some of the cases the image content can be good indicator of order. For examples, images of clock may tell you the time when the photograph was taken, the direction and angle of sunshine in the image may be correlated with the geographical information to estimate the photo-taking time. The states of the existing objects or even the nonexistence of objects in the different images may also be compared to deduce a relative sequence of them. All these are all case specific and would require the investigator to discover.
V. A CASE STUDY
In this section, we attempt to apply our discussed approaches on a hypothetical case for demonstration purpose.
A. Background
A man X took obscene photographs of his ex-girlfriend Y, using a digital camera, and blackmailed her by threatening to publish the photographs on the Internet. X was later arrested by the police and a SD card was seized from his possession. The SD card was analyzed and found to contain 5 deleted obscene pictures of Y. The accuracy of the photographic evidence was challenged due to some inconsistency between the timestamps and Y's statement. According to Y, the photographs were taken under duress on 5-6 Jan 2009. X then copied these photographs to his computer and blackmailed her.
Only the list of the files on the SD card, related metadata such as timestamps, file sizes, 1 st sector numbers and EXIF (for images) were preserved for our analysis. Using this information, we will try to reconstruct the chorographical order of the photographs. We will also attempt to find out the exact date and time the photographs were taken.
B. Detailed Analysis
We started the analysis by looking the file system, file types and folder structure on the SD card. The card was using a FAT32 file system. A "DCIM" folder was found containing the deleted photographs. Other folders such as "ringtones", "games" and etc, were also discovered. Varies types of files such as music, video and executable files were found in these folders. This indicated that the user not only used the memory card in the digital camera, but also in other devices such as mobile phone and PC. The investigation become more complex as the timestamps may be stamped by different clocks. Moreover, since many of them are recovered files, the time stamp information was not completed -not all the files had all of the three MAC time. The creation and last modified time of the files range from Jan 2007 to Jul 2008, while those of the photographs were mainly on Jan 2008. It was still the same case when we looked into the timestamps stored inside the EXIF data of the photographs. This seemed to be contradictory with the statement of Y. We tried to explain this phenomenon by a clock reset hypothesis. It was observed that, when some of the digital cameras went out of battery, the system clock would be reset to 1 Jan 2008. As the timestamps of the photographs were very likely to be stamped by the digital camera, if the clock of the X's camera was reset some times before the incident, the observed phenomenon could be possible.
In order to have another view of the files on the file system, we decided to visualize them using modified version of candle chart. We obtain the start sector number from the list and calculate an approximate range of allocated sectors using its file size. The range of each file was then presented by a candle in the chart. Candles for images file were colored in red while the others were colored in blue. Due to the limitation of space, only portion of the chart was illustrated in Fig. 3 . The Y-axis of the chart indicates the sector number while the X-axis are the list of files sorted from left to right by its start sector number. It can be easily noticed from the chart that there are some overlapping of files. It could be explained as there may be rounding error during the conversion of file size units. The overlapping of the file video.3gp and the following WAV files, was however strange that most of these files still exist on the media card. A possible explanation to may be that there are high degree on fragmentation on the file system. The video.3gp, which was large compared to other files, may be quite seriously fragmented and the error in the estimated allocation range could be notable. This could be confirmed if we could have access to the FAT table of the file system to extract the allocated sectors of the files for analysis.
On the other hand, we tried to analyze the file allocation pattern on the file system together with the file timestamps. We focused only on the recovered and carved photographs for simplicity. They are listed in Table I in the appendix. The last modified times of the carved files were filled according to file name assigned by the carver. Due to the potential high degree of fragmentation, we only took the 1 st sector of the file into consideration in this attempt. We plot the 1 st sector of each file against their file timestamp. Each file was represented as a cross on the plot. Recovered images are marked as red, while carved images are marked as blue. They are illustrated in Fig.  4 . From the plot, if files with close last modified time were put into the same group, 3 distinct groups can be formed with three separate dates, 1 Jan 2008, 6 Jan 2008 and 9 Jan 2008. The batch number was also marked in Table II in the appendix. By observing only the 6 Jan 2008 group, as illustrated in Fig. 5 , an increasing trend could be observed. The few exception points which do not fit into the increasing trend could be explained by the hypothesis that some earlier files were deleted within the time slot the series of photos were captured, and the file system driver is using first fit algorithm on allocating sectors for new file as described in section 3.2. We can also estimate the filenames of the carved files in the batch by the hypothesis that the camera created new filenames by increase the largest existed one by 1. However, this hypothesis would not be further elaborated in this work. By video.3gp WAV files relating the last access time of photos in this batch with other files on the SD card, it seemed that someone deleted this batch of files on 5 Nov 2008, in order to free some spaces for putting new files including games, and other media files onto the SD on 6 Nov 2008. Since the moving of files involved other device (probably a computer) whose clock was not affected by the clock reset hypothesis on the digital camera and was believed to be accurate, these timestamps could be regarded as trustworthy. As a result, this batch of files was not related to the case and could be excluded.
Although photographs in the batches on 1 Jan 2008 and 9 Jan 2008 have close start sector number and a seemingly matched sequence number in the filename, they could not be in the same batch because "?XYZ0006.JPG" came before "?XYZ0005.JPG" and seemed to be overwritten completely. Despite the chance that it was a result of fragmented files, the order of first sectors of the two files would contradicts with the filename hypothesis we have during the analysis of 2 nd batch. In other words, the 5 images in the 1 st batch should be the focus of the investigation.
By examining the last access time of the 5 images in the 1 st batch, we can observed that all of them had been last accessed on 6 Jan 2009, which matched the statement of Y that X copied files to the computer after taking photographs of her on 5-6 Jan 2009.
C. Results
By applying approaches suggested in section IV which analyze the timestamps on file, EXIF data together with the file sector allocation and sequence number in the photograph's filename, we successfully set up clock reset hypothesis and clear all mysteries on the timestamps of files on the SD card. The accuracy of the photographic evidence has also been justified by our hypothesis, which matches the statement of Y.
VI. CONCLUSIONS
To conclude, we have discussed a few approaches on analysis data, especially photographs on the storage media, which usually uses FAT-based file system, of a digital camera, or similar photo-taking-capable devices. We also demonstrated the approaches using a hypothetical case and successfully verified the results.
However, during the analysis, we also observed the potential effect of fragmentation on file system on our discussed approaches. Further research on minimizing the impact of fragmentation to the analysis could be performed. In our work, there only a few different setups were been used in the experiments thus we are not able to develop more generic rules or a behavior database when using the discussed approaches on analysis. In addition, we observed the opportunities on developing automatic tools to help better visualizing timestamps, allocated sectors, and other form of sequence number (such as that in the filename) of files.
VII. APPENDIX 
